The Open Services Gateway Initiative is a consortium of some eighty companies from around the world working together to create a platform and supporting infrastructure to enable the deployment of services over wide area networks to local networks and devices. This initiative has resulted in the creation of the Open Service Platform Specifications and in this document we outline the benefits of OSGi, typical markets where it is expected to be used and use cases in those markets. The paper goes on to discuss the architecture of the system and the capabilities that are afforded by the latest release. The paper concludes with a brief glimpse into the future specifications that are expected to result from the OSGi initiative.
OSGi Key benefits
The market for remotely deployed and managed services can only grow when a standard is available that is accepted and promoted by a large group of representative companies in the space. This may be either an explicitly created standard from a number of companies working together or a de-facto standard that emerges victorious from the early stages of market confusion. The founding member companies of OSGi recognized the dangers of this second option and, in preference to this ad-hoc process, joined forces to explicitly create the specifications needed to enable this market. A set of principles have been established to guide the development of these specifications, as follows;
Platform Independance
OSGi member companies work in many different environments and as such they suffer different constraints, resulting in widely varying product characteristics and capabilities. In spite of this, it was desired to ensure that the OSGi platform could be implemented on as many of these products as possible, with widely varying operating systems and hardware capabilities. To minimize the number of versions of applications that need to be created, they should, within reason, be able to adapt to many different configurations, from small, embedded devices with a minimal set of services to large servers that have thousands of services available.
Application Independence
The OSGi specifications focus on defining common APIs for service deployment. This makes the specifications suitable for Service Platforms for a variety of applications in different markets. OSGi APIs are designed to be equally applicable in telematics, embedded in consumer electronics like PDAs and cell phones, and supported on PCs or large scale Unix servers. Indeed, OSGi is intended to provide a 'horizontal' platform which is equally applicable in any computing environment where the particular capabilities of an OSGi platform are desirable.
Multiple Service Support
OSGi environments should be capable of hosting multiple applications from different Service Providers on a single Service Platform with each application providing an independent set of services to the end user. This flexibility is intended to allow a gateway operator to mix and match a wide variety of applications from various providers in its service offering.
Service Collaboration Support
An important aspect of the OSGi deployment model is that it allows the core platform to be extended with deployed services. This is not limited to end user oriented services only, which is a limitation of some other deployment models. Instead, the OSGi environment allows services to be deployed that provide basic functionality to other services. Applications can dynamically discover these other services and adapt their behavior to the actual configuration of the environment. If support services that are necessary for the correct operation of a particular service are not already provisioned on the system then they can be automatically downloaded and provisioned if required.
Security
As stated above, an OSGi environment may support many services, from different service providers, at the same time. In an environment like this security is obviously very important. The OSGi therefore offers a fine grained security architecture that limits the potential harm a malicious or badly written application can do.
Multiple Network Technology Support
Obviously, one of the fundamental assumptions made about an OSGi platform is that it exhibits some form of network connectivity. Popular service discovery techniques like UPnP, Jini, SLP, Salutation and several others work very well in conjunction with an OSGi Service Platform and can even potentially interwork transparently. The application serving function of the gateway is a natural fit for the code that implements the network registries required by these protocols.
Simplicity
A large percentage of the population will never use today's PC because it is too difficult. The OSGi environment offers a service environment for everybody by removing much of the complexity and putting it into the hands of professionals. The environment can be remotely managed by a professional organization, if so desired. This organization has responsibility for the integrity of the environment and can make it appear to the end user that no administration is needed. This is analogous to the care and maintenance of mail, news and network infrastructures that is carried out today by ISPs, transparently to the user of a simple dialup link.
Markets for OSGi
The OSGi architecture now accommodates requirements that originated in several different markets though it is fair to say that the initial focus was on the Service Platform environment. A Service Platform is a device that connects a home network to the Internet. It is considered a key enabler for service delivery to the end user because it can reach both the Internet and the users devices attached to in home-local networks. Services deployed on the Service Platform can connect service providers over the Internet to the infrastructure of the local environment to offer a new category of services. There are several technology drivers which area leading to the emergence of this Service Platform market;
• The deployment of high speed Internet (Cable, DSL, Satellite etc.)
• The rapid emergence of viable standards in home network technology such as HomePNA, UPnP, HomeRF, Bluetooth and others • New entertainment options including Digital TV and web based interactive TV • Availability of Internet ready appliances In addition, there are a number of social changes that are now occurring which also serve to drive this market;
• Increased usage of the general public of electronic services like voice services, mobile telephony, e-mail and Internet based entertainment • Decreasing hardware costs • Increasing time pressures in modern social living
Typical Use Cases
The following scenarios are used as drivers for the architecture and specifications.
Internet Access
The most natural application for a Service Platform is to provide shared Internet access from local networks. In today's Internet, this requires protective measures against intrusion and attacks is provided by firewalls. However, the requirement for protection against abuse is not necessarily limited to the outside, services on the Service Platform can also enforce policies for usage from the inside; This might typically include controlling the access to certain websites based on a system like the PICS [3] web site rating system. As any user of a corporate network will be well aware, enforcing access control on an independently administered gateway device is much harder to circumvent than access control on an individual PC. In addition, for one set of configuration, all of the systems connected to the local network can be appropriately configured.
Services on a Service Platform can also remove the pain of inter-networking. Managing PC networks connected to the Internet requires expert knowledge and administration. The Service Platform can provide capabilities that simplify this and make the network function automatically, at least from the perspective of the end user.
Personal Communications
In the near future most mobile telephones and portables will have some form of local radio connectivity and the Service Platform is a natural point to connect these devices to the Internet or other wide area network. It is likely that many value added services will be based on this connectivity. The gateway could, for example, act as a local PBX. Such an exchange might be capable of establishing communications over Bluetooth, IP telephony and Plain Old Telephony Service (POTS) whilst combining it with other Internet based services, such as a call waiting indication appearing on your TV, for example.
E-mail has already become a significant communications medium for many people, connecting friends and families over large distances. Services on the Service Platform provide more convenient access and notifications to local devices when new mail arrives -perhaps by popping messages up on the TV set, or by flashing a light for a particularly important note.
Telecommunication providers are in the unique position of being able to reach into the home to provide communication services that combine the local infrastructure with existing fixed and wireless telecommunication networks to provide high value services.
Energy Management
Driven by deregulation, utilities are looking for new ways to manage costs, create revenue and ensure customer loyalty. Obvious services amenable to the OSGi approach include meter reading and load management. This second example is particularly important in the context of recent events in California; The Service Platform could easily manipulate high-consumption devices such as washing machines and air conditioners to avoid blackouts at times of peak consumption.
Even more powerful that this is the empowering of consumers that is enabled by providing power use information to them to allow them to control their own consumption patterns.
Home Automation
While current home automation starter kits are relatively inexpensive, the complexity of deployment limits their uptake. Key drivers to increase uptake include improvements in the ease of use and the increased penetration of wireless network enabled devices. Gateway based services can simplify home automation by providing a co-ordination point and there is a significant business opportunity in the combination of home automation with other gateway services like energy management, remote control over the Internet, security, healthcare and pay-per-use.
Security
From a consumer perspective, security systems based on a Service Platform could substitute for existing security systems and could exploit sensor infrastructures already provided in the home for other purposes. The use of the Service Platform could also lever other capabilities provided in the gateway such as WAP or HTML support to further enhance the product offering.
Healthcare
The health care segment represents a large and relatively untapped market. Gateway services can provide peace of mind to relatives of elderly people. For example, using IP telephony in an Internet based intercom can create a sense of closeness while far apart. Monitoring general movements in the house combined with a personal alarm can give the relatives the comfortable feeling that all is well without being overtly intrusive -it would be relatively straightforward to reuse the sensor infrastructure provided for security purposes to ensure that an elderly person was still active. This market will grow significantly because the aging of the population in western societies.
Entertainment
Online multi user games like Chess, Bridge, Trivial Pursuit and many others attract large numbers of people that would not have considered using a computer for entertainment purposes in the past. For this application the Service Platform is in a unique position in that it can act as a trusted agent (cheating is becoming a major concern in online games) and it can also manipulate local devices, enabling totally new types of games.
MP3 turned from an obscure abbreviation in a standard to a household word in less than 3 years. The Service Platform is the optimal place to perform content routeing and, due to it's trusted nature, it can also support payment models. Again, the co-ordination capability of the central location that the Service Platform occupies further enhances it -video could be delivered to a TV and the accompanying audio delivered to an adjacent stereo, for example.
The digital video recorder market, specifically Tivo and ReplayTV, combine recording to a hard disk with an electronic program guide that they retrieve daily via a standard telephone line. They also provide additional value added services and are a natural target for a Service Platform. Combined with entertainment standards such as HAVi, a large number of new and innovative services are enabled.
Information management
Post-it™ notes on the refrigerator, shopping lists held on with magnets, shared calendars…households generate huge amounts of information -Information that must reach the right people, at the right moment. The Service Platform can act as a central repository, making it the natural platform on which to create services that maintain and distribute this information. A typical example might an electronic shopping list for the local supermarket that uses a free bar code reader to add a jar of peanut butter to the list when it is empty.
Pay-per-use
Pay-per-use one of the fairest payment models but is often difficult to implement because of the requirement to maintain a binding between the vendor and consumer of a service. The Service Platform enables this because it can combine service deployment with a payment model. Services can charge the customer, via an operator, on a per use basis; A shop could sell a printer at very low cost and charge per printed page, for example. An application running on the Service Platform communicates with the printer to authorize each printed page and relays the charge via the Gateway Operator. The operator provided secure environment guarantees the service provider payment. A huge variety of services are amenable to the pay-per-use model; from delivering electricity, through pay TV to free vacuum cleaners and washing machines.
Synergy
The previous scenarios are interesting and offer exciting new business opportunities but they do not demonstrate one of the most interesting aspects of the Service Platform; the synergy that arises from the combination of services. Home automation equipment can play a role in a security system, a personal communications service can let the user access its calendar over Bluetooth. Vacuum cleaners can be switched off automatically so the ringing telephone can be heard or perhaps a mobile phone can turn on the sauna while you're still commuting home.
The variations are endless….
Architectural Overview
The OSGi specifications provide an open standard for remote programmable devices. The specifications encompass the downloading of software, application life cycle management, security of the programming environment, management of device drivers for external devices, configuration management, user management and a remote administration model.
The OSGi world view comprises the following entities;
•
Service Platform
An OSGi Service Platform is an application server connected to both wide area (frequently Internet) and local networks. It is a device with secure, zero end user administration characteristics. The Service Platform contains an execution environment for remotely deployed service applications.
There is a special application within the Service Platform referred to as the management application. It defines the policy for the actual environment and allows a gateway to be managed remotely by a Gateway Operator. The management application is specific to a Gateway Operator or market.
Service Provider
The Service Provider is the actor that provides the value added services deployed on Service Platforms. Service Providers deliver applications to Gateway Operators who combine the applications with others and verify the correctness of this aggregation prior to delivery to the customers Service Platform. Service Providers' applications can assume wide area connectivity and local net connectivity, allowing the application to access central resources as well as local devices.
Gateway Operator
The Gateway Operator is responsible for the correct operation of the gateway. It offers Service Providers a secure environment to execute and it must therefore assure the integrity of the environment. The Gateway Operator fully controls the Service Platform environment through the management application. He is responsible for installing and removing applications and assuring that sufficient resources and permissions are available to them. The Gateway Operator also monitors the gateway to detect malfunctions and security attacks.
Gateway Operators may own the gateway, in a similar model to telephone systems, or can provide management services to a third party box. Many variations of these models are possible.
Internet Access
A Gateway Operator could provide Internet access as part of its offerings. However, it is also possible that the Gateway Operator specializes exclusively in Service Platform management and only accesses the Service Platforms over a pre-existent Internet connection. In this case any independent Internet Service Provider could then supply the connectivity.
Local network and devices
Local networks and devices attached to the Service Platform can be connected directly such as via a parallel port, or indirectly via local wired or wireless networks. This connectivity between the external world of the Internet or other wide area network and local devices makes the Service Platform more than just a computer -it becomes a bridge between domains.
Specification Overview
The first release of the OSGi specification was made in May 2000 and the next release, Release 2, will be available by the time you read this article. The majority of OSGi specifications address the Service Platform itself. They detail the core Framework Java API for applications together with a number of optional services.
The OSGi Open Service Platform Specification, Release 2 [2] defines the runtime environment for OSGi applications. It includes a number of APIs for application life cycle management, service registration and discovery, persistent storage, security and code sharing. The Framework further contains a number of utility classes to simplify the environment of an always on gateway that dynamically updates applications without the need for downtime or reboots.
In addition to the core Framework Specification, the following optional services are defined in Release 2;
• Logging of events from applications • Managing discovered devices and their drivers • An HTTP and HTTPS server with dynamic registration of servlets • Central authentication and authorization of users • Configuration management for applications • Storage and handling of system and user preferences
The Java Environment
Both Release 1 and Release 2 of the OSGi specifications assume Java runtime environments though other environments are not precluded in future. Java was selected because it has some outstanding qualities for Service Platforms;
• Wide adoption, resulting in a large number of available libraries and making it easier to find experienced programmers • Dynamic linking with class loaders, allowing dynamic software updates • Modern Object Oriented language structure with garbage collection and exception handling, simplifying writing the services • Platform and Processor Independence, allowing services to operate independently of the OS and platform on which they find themselves
The Release 2 specifications define a minimum execution environment that can, of course, be augmented as required. The OSGi specifications are designed to operate even on relatively small devices and the minimum execution environment is based on a subset of Java 2 to reflect this requirement. It is specified using a format that allows static analysis of conformance for both applications and platforms.
The Service Framework
The Service Framework provides the context for developers to write Service Platform applications. It OSGi framework provides an environment with a number of useful characteristics;
• Dynamic download and update of applications support with no requirement for restarting the environment Active bundles can find available services in the Service Registry. In the context of the Framework, a service is an object registered with an interface name. The actual implementation of this service is irrelevant as long as it obeys the interface specification defined by the OSGi. In this way, OSGi specifications allow a variety of implementations that are optimized for different needs but which maintain a consistent interface. Service registry lookups can be simple, or complex, using a powerful query language. A bundle can extend the OSGi environment by registering its own services with the registry.
Obviously, using and registering services creates dependencies between bundles. Sharing code between bundles creates more dependencies. The Framework manages these by automatically unregistering all the services of a bundle when it is stopped and automatically stopping bundles when shared code becomes unavailable.
The APIs to manage the bundle life cycles are termed 'policy free' because different Gateway Operators will require different policies but use the same mechanisms to implement them. Therefore, the specifications assume the presence of a special bundle that is responsible for the local management of the Service Platform. This management bundle defines how the gateway is managed and, if remotely, what protocol is used. For example, the Framework uses the Java 2 security architecture to create a protected execution environment for each bundle. The management bundle provides the policy for this by dynamically defining and modifying the permissions of each bundle.
Specifications in Release 2
The OSGi specifies services by publishing a Java interface and a document detailing the semantics behind that interface. The specifications are written to allow a variety of implementations which may be applicable for OSGi Service Platforms targeted for different markets. Implementations register a service object with the OSGi Framework to make it available to other bundles. Bundles requiring a specific service can perform a lookup in the Framework registry to see if it is present.
In Release 2, the OSGi has defined the following services;
Log Service
The log service offers bundles the facility to record important information in a consistent way. Implementations of the log can vary wildly depending on the needs and capabilities of the platform. For some implementations, this information may be queued until there is wireless network coverage, other implementations might immediately inform the management center and yet other implementations might only use a local log, for example.
The log service records entries with time, severity level, calling bundle id, a message and an optional Java object that describes an exceptional condition. A limited history of the log is kept locally by the log service. Bundles can enumerate this log history from a reader. This service can also distribute log events as they occur.
HTTP server
The HTTP service presents a web server capability for the gateway. Bundles can dynamically register servlets and static resources for use by this web server. Implementations must support the Java Servlet 2.1 or later API. The HTTP server API is generic and can implement more than just the HTTP protocol. Many implementations will provide HTTPS as well, for example.
Implementations of the HTTP server manage the dependencies on bundles automatically. When bundles are stopped, the server automatically removes any servlets and static resources originating from this bundle from the server namespace.
Device Access
The Service Platform plays a crucial role in connecting a variety of external devices and services. The device access specification makes it possible for a Gateway Operator to dynamically match device drivers to attaching devices. These drivers are only downloaded as needed.
When a new device is discovered the bundle responsible for the discovery will register a device service with the Framework. The device manager will detect this and will find the appropriate driver under control of the Gateway Operator. Once the driver is found, it is downloaded and started.
The starting device driver usually registers new services that implement the underlying device in a logical, and physical connection independent, manner. For example; the driver for an X.10 based temperature sensor will register the same service type that a USB connected temperature sensor would. This makes bundles using a temperature sensor agnostic to the underlying hardware.
The device manager is network and device independent. It works with modern networks that have strong discovery mechanisms like IEEE 1394 and USB, but also with legacy equipment like serial ports.
The device manager will watch the actual configuration of the drivers and will take appropriate action when devices are removed, to uninstall or update drivers as appropriate, for example.
Configuration management
Bundles deployed on a Service Platform need to be configured. Typically, a web server needs a port number and a log bundle might need the host name of the management center, for example. The configuration management specification defines how configuration information is communicated to the bundles and how management applications can retrieve and modify this information as necessary.
The APIs for this specification are designed for remote management but can be used for local management as well. Management applications have dynamic typing information that can be used to automatically generate user interfaces for entering the configuration information as appropriate.
User management
Authentication and authorization are central service capabilities of a Service Platform. The OSGi User Management Service offers user authentication with implementation dependent techniques; perhaps based around passwords, certificates or one time token cards. The user management service maintains a user database that can store passwords, shared secrets, certificates and other properties to support a variety of authentication techniques and technologies.
Authenticated users can perform protected activities that are not permitted for unauthenticated users. For this purpose, activities are associated with roles. A user can only execute an activity when it has that role assigned to it. For example, to perform the installation of a bundle a user might be required to have the Administrator role. Assigning roles is done by the User Manager service. Groups of roles can be used to minimize the administrative burden and create access based authorization conditions, perhaps by time of day or some other environmental factor.
Preferences
The Preference Service is a lightweight database for storing user related information on a per bundle basis in a structured way. Bundles can use preferences to store user preferences or, indeed, any other type of information. A typical application might be a high score record, the personal position settings of a carseat or even the background color of an HTML page. The lightweight API allows implementations the possibility of local or remote data storage over a network. To deal with the possibility of the lack of availability of the network the API offers a defined fallback mechanism to the bundle when the backing store is not available.
The preference API is developed in cooperation with a SUN Java API and a very similar API is expected to enter a future Java runtime environment.
Future Activities
The OSGi is not a static organization and work is progressing apace on the development of new capabilities to meet the new and changing requirements of member companies. Dates for the availability of these new capabilities are not publicly announced and priorities are subject to change based on the requirements of our membership. The following section is provided as a brief insight into the kinds of capabilities that are expected to be incorporated into OSGi in the near future.
Positioning
Gateways in vehicles have become a significant application area for OSGi and one the first results of this impetus is a positioning API. This API is the building block for a variety of services that need to be aware of location. Services that are enabled by this API range from accident detection systems that inform management centers of the actual location of the problem, to a navigation application that can guide the user to the nearest pizza parlor or sauna.
Charging
A key enabler of an electronic service market is a secure, reliable and cheap payment model. Once this is in place many companies have a incentive to become Service Providers. This enables services that go beyond conventional use models to ones where equipment is sold at low cost under the condition that it is used in conjunction with an OSGi Service Platform. The user might pay for actual usage through an OSGi bundle. Pay-per-use services could fully reside in the Service Platform, but the model also enables services that are delivered externally to the Service Platform such as Pay-TV or informational services.
The OSGi payment model is based on the proven telecommunications charging model. Service Providers create charging records that are approved and guaranteed to be honored by the Gateway Operator. Cryptographic techniques are used to establish trust between the Gateway Operator and Service Provider.
Messaging
As anyone with a mobile phone will attest, In-vehicle network connectivity is usually much more intermittent than that in a residence. This creates a need for a message based communication architecture for use by mobile Service Gateways. Messages are asynchronous and can be queued until the vehicle has coverage again or when transmission costs are lower. These benefits are not however limited to mobile applications; Service Platforms have a public IP number and are usually connected directly to the Internet. The shortage of IP numbers combined with firewalls and Network Address Translation (NAT) devices make communications with a Service Platform very difficult. The messaging API will address these issues and will define a lightweight API that defines a uniform federated addressing mechanism that can be used over a variety of standard communication protocols.
PKI Infrastructure
Service Platforms require a strong protection against attacks due to their nature and intended ubiquity. Strong security requires strong authentication mechanisms. The current state of the art in this area is public-key cryptography. This technology allows parties to authenticate each other without requiring shared secrets, simplifying the overall infrastructure management significantly. Public key algorithms can be used for authenticating users and Service Platforms using Smart Cards or other tokens. They can also be used to sign bundles and guarantee their origin. However, the technology requires an infrastructure to manage the distribution of certificates because certificates expire and are sometimes revoked when they are compromised. The OSGi is currently investigating if an existing Public Key Infrastructure can be used to handle these needs or if a new one needs to be developed.
Generic automation
Dimming the lights while starting a romantic MP3 playing is probably an archetypal application of an 'electronic home' such as can be enabled by OSGi. Unfortunately, the complexity of non-technical people making this kind of inter-device co-ordination work has limited the growth of this market.
The OSGi Service Platform can simplify the deployment of home automation but more importantly, it can make it more attractive by allowing its use in richer contexts. Connectivity to wide area networks and mobile phones enable new types of control. Its general service deployment allows different applications to cooperate and thus spread the investment in automation.
APIs are needed to enable this cooperation and the OSGi is in the process of defining a general model of sensors, actuators and the connections between them. The influence of the vehicle experts will guarantee that API is applicable in other automation settings, such as the car, as well.
Conclusions
This document is intended to serve as an introduction to OSGi and its applicability in a modern communications environment with all of the capabilities and limitations that this implies. The capabilities afforded by the standards allow for a whole new type of service to be deployed out into homes, cars, telephones and any other location where it is desired to run code in a secure, reliable and highly available manner.
At the time this document is written there is little doubt that the momentum behind the OSGi initiative is building with numerous companies creating OSGi environments, white goods that are OSGi compliant, starting field trials and any number of activities. We attribute at least part of this success to the inclusive mindset of OSGi, which seeks to embrace heterogeneity in home and wide area networks and to make it available for service delivery.
The OSGi is a non-profit organization that always welcomes new members, with new ideas and requirements. Please refer to the website for additional information on how to join. Peter Kriens studied electronics in Alkmaar, Holland. During his last year there he started a company developing newspaper editorial systems before moving on to start a new company in 1990 specializing in software consultancy for larger companies. Since then he has worked for various organizations in areas ranging from high end font technology to GSM network management systems. Since 1998 he has been one of the key people in Ericsson contributing to the OSGi effort. Today, he works directly for the OSGi, directly managing the Expert Groups.
